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A way of Texting Secretly

Encryption
The process of converting plaintext into cipher-text
Decryption
The process of converting cipher-text into plaintext

(=

Encrypted(Information) cannot be read

Decrypted(Encrypted(Information)) can be

The set of parameters that guide a cipher
Neither is any good without the other
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* Decryption: A process of decoding an
encrypted message back into its original form.
(= decoding, deciphering)

¢ A cryptosystem is a system for encryption and
decryption.

E: encryption
D: decryption
C=E(P)
P=D(C)
P=D(E(P))

encrypted messages, with the goal of
finding the hidden meanings of the
messages. (cryptanalyst)

* Cryptology = cryptography + cryptanalysis

Examples: monoalphabetic substitution ciphers,
polyalphabetic substitution ciphers

* Transpositions (= permutations)
The order of the letters is rearranged
Examples: columnar transpositions
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known encryption algorithms, mathematical or
statistical tools and techniques, properties of
languages, computers, and plenty of ingenuity
and luck.

1. Attemptto break a single message

2

Attempt to recognize patterns in encrypted messages

3. Attempt to find general weakness in an encryption
algorithm
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can be based on more complex rules.

* These are NOT secure anymore, but they used
to be quite common.

Encrypt(COMPUTER) gives FRPSXWHU

Substitute the letters in the first row for the letters in the second
row to decrypt a message

Decrypt(Encrypt(COMPUTER))
= Decrypt(FRPSXWHU) = COMPUTER

These can be as simple as swapping a list, or

by starting
spiraling inward from the top left moving counter clockwise

Encrypt(TODAY IS MONDAY) gives T+ONDAYMYADOIS+
Decrypt by recreating the grid and reading the letters across the row
The key are the dimension of the grid and the route used to encrypt the data

Write the letters in a row of five, using '+' as a blank. Encrypt




P =D (Key,, E(Key,P) )
* Symmetric cryptosystem: A cryptosystem
that uses symmetric encryption.

* Asymmetric cryptosystem: A cryptosystem
that uses Asymmetric encryption.
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— Symmetric encryption relies on keeping keys totally secret

— Asymmetric encryption actually publicizes one key, but
keeps some information private also

* Neither is really “better” - they just use different
principles.
* In reality, both are vulnerable to attacks.

— Stream Ciphers: A stream cipher applies the key
and algorithm one bit at a time.

— Block Ciphers: A block cipher applies a private key
and algorithm to a block of data simultaneously.

encrypt and decrypt code.

* Itis also known as private key encryption, uses
the same private key for both encryption and
decryption. The risk in this system is that if
either party loses the key or the key is
intercepted, the system is broken and
messages cannot be exchanged securely.




The complexity and length of the private key
determine how feasible it is for an interloper
to carry out a brute force attack and try out
different keys until the right one is found. The
challenge for this system is that significant
computing resources are required to create
long, strong private keys.
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algorithm that uses the same key to encrypt
and decrypt data. The best known algorithm is
the U.S. Department of Defense's Data
Encryption Standard (DES). DES, which was
developed at IBM in 1977, was thought to be
so difficult to break that the U.S. government
restricted its exportation.

cryptography
* Rather than secure key exchanges, this one
actually lets you encrypt whole messages

* Today, this is the most commonly used public
key cryptosystem on the market
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