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Unit-A Introduction to Cyber Crimes
e Essential Principles of Criminal Law — Mens rea, Actus reus
e Definition of Cyber Crimes
e Distinction between Conventional Crime and Cyber Crimes
e C(lassification of Cyber Crimes
Unit—B Offences and Penalties under the IT Act, 2000
e Hacking
e |dentity theft and Fraud
e Digital Forgery
e Obscenity
e Cyber Pornography
e Cyber Stalking/Harassment
e Cyber Defamation
e Cyber Terrorism
e Offences by companies
e Compoundable Offences (sec. 77A)
Unit-C Cyber Crime Investigation
e Cyber Investigation
e Cognizance of Cyber Crimes
e Powers of Police Officers and other officers to enter, search, etc.
e Cyber Forensics

Unit-D Law of Evidence in Cyber Crimes
e Definition of Electronic Evidence
e Admissibility and Relevancy of Electronic Evidence (65A & 65B)
e Proof as to electronic Signature (Sec. 67A) & Proof as to verification of
digital signature (73A)
e Presumption under Evidence Act (85A, 85B, 85C, 88A & 90A)
e Evidentiary value of Cyber Forensics
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